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Abstract

This paper attempts to analyse the laws relating to the protection of privacy 
in two major jurisdictions of the world, viz, the United States of America 
(US) and India. Despite vast differences in socio-economic and political 
realities, these two nations qualify as intriguing subjects for study. Their 
diverse demography, geopolitical structure and apparent independence 
from communitarian regulatory mechanisms seem to accord these nations 
a unique autonomy in creating an indigenous legal framework to cater to 
their culture-specific requirements. The paper analyses the disturbing trend 
that emerges from the similar placement of these nations with regards to 
the issue of privacy protection- one with the most robust, functional and 
detailed legislative framework and the other without any clear policy in 
place. The primacy given to national security over individual liberties 
seems to be an accepted phenomenon in both these jurisdictions.

I Introduction

There w ill come a time when it isn t They re spying on me 
through m y phone anymore. Eventually, it w ill be My phone is 
spying on me .

- Philip K. Dick1

THE RIGHT to privacy is generally accepted throughout the democratic 
w orld  as a fundam ental hum an right. M ost nations today guarantee privacy 
as a right available to all its citizens, though in varying degrees. Thus, privacy 
effectively is a lim ited, but a fundamental right, universally granted. Privacy 
as a right has m yriad facets. E ssentially a priv ilege granted to individuals to 
p ro tect the ir actions, choices and private op in ions shared  in  the personal 
sphere from being exposed or scrutinised by the world at large, it is generally 
considered to be o f paramount importance, especially in the modern globalised 
world. As a result, a clear mandate is reflected  in the Constitution o f m ost 
nations p ledging to p ro tect this v irtue , w herein  privacy o f one s home and 
confidentiality o f communication form the basic normative standards. This is 
ev id en t from  an o verv iew  o f  the fo rm u la tio n s in  the m ore m odern

1 Quotes about Surveillance, available at: http://www.goodreads.com/quotes/tag/ 
surveillance (last visited on Feb. 6, 2014).

2 Charles Fried, Privacy 77 Yale L̂am.Journal 475 (1967-68).

http://www.goodreads.com/quotes/tag/


Constitutions,2 which not only guard such rights more determ inedly, they do 
so with a keen concern as to the specific requisites to enable such protection.

In contrast, some o f the o lder Constitutions have often deciphered the 
essence o f such a righ t w ithin  the ex isting fram ew ork o f the law  in p lace, 
and afforded  sim ilar p ro tection  to the same. W hereas, som etim es express 
provisions were absent, jud icial construction has ensured that privacy found 
a place, equitable to the m ajor fundamental rights and p laced upon the state 
an equivalent onus o f pro tecting it from arb itrary breach. The evolution o f 
p riv acy  as a fo rem o st hum an righ t was fu rth ered  by the em ergence o f 
international human rights documents, adopted by a number o f these nations 
as part o f their legal system . Forem ost am ongst these are the International 
Covenant on Civil and Political Rights (ICCPR) and the European Convention 
for the Protection  o f Human R ights and Fundam ental Freedom s (E CH R) . 
The U niversal D eclaration o f Human R ights (UDHR)3 and ECHR4 am ongst 
o ther in ternational docum ents seek to p ro tect a rb itrary  in terference w ith 
one s p rivate and fam ily life . W hat is in terestin g  to note, however, is the 
increased  propensity w ith which alleged breach o f this sacrosanct personal 
sphere is be ing  com m itted  in  m odern  tim es, w hich n ecessita tes a deeper 
introspection into the m atter o f its protection.

The p ecu lia r nature o f  th is righ t can perhaps be b est un dersto o d  by 
attem pting to understand, first, the m eaning o f privacy . As soon as Warren 
and B ran deis sem ina l w o rk5 on the righ t to p r iv acy  w as p u b lish ed , one 
encountered the first acceptable definition o f privacy as the right to be left 
alone . This definition, although criticised later to be broad and dated, continues 
to serve as a useful reminder o f the essential nature o f the right, despite the 
s im p lic ity  and g en era lity  o f  its co nstruct. M odern  defin itio n s o f  p rivacy 
generally include the following categories o f rights, all o f which form separate 
but indispensable components o f the right to be left alone :6
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3 The Universal Declaration of Human Rights, art. 12 reads:
No one shall be subjected to arbitrary interference with his privacy, family, 
home or correspondence, nor to attacks upon his honor and reputation. 
Everyone has the right to the protection of the law against such interference 
or attacks.

4 European Convention on Human Rights, art. 8.
5 Samuel Warren and Louis Brandeis, The Right to Privacy 4 Harvard Law Rev. 193 

(1890), available at: http://groups.csail.mit.edu/mac/classes/6.805/articles/privacy/ 
Privacy_brand_warr2.html (last visited on Sep. 8, 2015).

6 Micheal Friedewald, et al., Seven types of privacy (2013), available at. http:// 
works.bepress.com/cgi/viewcontent.cgi?article = 1070&context=michael_friedewald 
(last visited on Oct. 8, 2015).

http://groups.csail.mit.edu/mac/classes/6.805/articles/privacy/


i. Privacy o f the home, or domestic privacy- dealing with activities w ithin
the territorial lim its o f the home, the place o f work and including public
p la c e s ;

ii. P rivacy o f  in fo rm atio n , or data p rivacy- dea lin g  w ith  the regu la to ry
fram ew ork  re la t in g  to the m an ag in g  o f  p e rso n a l in fo rm atio n  (d a ta
p reservation  and d issem ination );

iii. Privacy o f the body, or physical privacy- dealing with the freedom from 
invasion o f the physical self; and

iv. Privacy o f communication- dealing with the protection o f communication 
v ia  any known legal m edium .

There is until now, however, no universally accepted definition o f privacy. 
Despite this, the im portance o f protecting privacy against arb itrary breach is 
generally considered so param ount that though its definition is disputed, its 
p ro tection  is und isputed , w hich perhaps serves as the g re a tes t insp iration  
beh ind the current study.

The gigantic advancement in technology and its contribution in the spread 
o f surveillance by state actors has been at the root o f  much debate in the 
ju d ic ia ry  and academ ia alike. The p o ss ib ility  o f  gath erin g  an in d iv id ua l s 
p r iv ile g ed  in fo rm atio n  b y  both  state  and n o n -sta te  p layers  em p loying  
sophisticated technology is more fact than fiction. M ost legal systems fail to 
w ho lesom ely account for the m odern isation  in techno logical in fringem en t 
techniques in their protective m easures. M unicipal laws, by and large, have 
re lied  upon d eve lo p in g  d irec tiv es and m odel codes o f  conduct in  data 
co llection , especially  w ith regards to m ass surveillance exercises; ironically, 
tak ing advantage o f the void they choose to m aintain . The pro liferation  o f 
an ti-terro rist leg islations perhaps create the greatest anom aly, w ithin  which 
the state is em powered to infringe upon ind iv idual space in an unforeseen 
manner, with as little regulation and accountability as m ay be afforded under 
the aegis o f  dem ocratic fram ework. The unstated  acceptance by nations o f 
the necessities o f gathering intel and the consequential involvem ent o f issues 
concerning the safety and security o f the state, possib ly is the single largest 
threat to the anonym ity and desire for secrecy o f the citizen; and as shall be 
d iscu ssed  in  the course o f  th is p aper, th is is g en e ra lly  found to be the 
compelling reason by courts to allow such intrusion in the interest o f national 
security  .

T h is p ap er attem pts to analyse the laws re la tin g  to the p ro tectio n  o f 
privacy in two major jurisdictions o f the world, viz., the US and India. Despite
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vast differences in the socio economic and political realities, these two nations 
qualify as intriguing subjects due to these very same distinctions. Their diverse 
dem ography, g eo p o lit ic a l s tru c tu re  and ap p aren t in d ep en d en ce  from  
com m un itar ian  regu la to ry  m echan ism s (as d is tin c t from  th e ir  E uropean  
co u n te rp arts , fo r exam ple) seem  to acco rd  these n atio n s w ith  a un ique 
autonomy in creating an indigenous legal framework to cater to their culture- 
specific requirem ents. Further, the unnatural abundance o f laws w ithin  the 
US system that deal with surveillance and privacy, especially in the post-9/11 
scenario , and the com plete absence o f the same in India and the justifiab le 
need to create its own distinct framework, makes for an exceptional analysis.

Initiating the debate on privacy protection in the US, the Brandeis article 
led  the US courts tak in g  up the cause w ith serious concern . The US is a 
s ign a to ry  to the IC C PR , and since the US leg a l fram ew o rk  in c lu d es all 
in tern atio n a l o b ligations as b in d in g  upon its c itizens, th is m akes in te r  a lia  
the right to privacy a fundam ental right under its laws. Further, through the 
emphatic pronouncem ents by the US Supreme Court in several cases before 
it, and m ost spec ifically  in G risw old  v. C onnecticu t the right to p rivacy was 
accorded constitutional status in no uncertain  terms. Inspite o f the judicial 
resolve, with possible origins in the cold war era, state-sponsored surveillance 
has been a known feature o f the US foreign  po licy .8 A ctiv ities re lating  to 
gathering o f intelligence about Soviet Unions actions however, soon displayed 
an a larm ing p ropensity  for illega l in trusions into the lives o f the common 
citizens. Despite severe criticism s, this trend continued till the disintegration 
o f Union o f Soviet Republics (USSR) in the early 90s, and revived again post- 
9/11 at an unprecedented scale. A t present, the US has the greatest number 
o f laws relating to surveillance, search and seizure far greater than all the 
other m ajor powers in the world.

In India, the constitutional status o f privacy as a right was first espoused 
in  the d issen tin g  op in io n  by Subba Rao J  in  K harak  S in gh ,9 who was in 
favour o f expanding the interpretation o f the right to life and personal liberty 
granted under article 21 o f the Constitution to include a tacit right to privacy. 
H owever, it was fin a lly  in G ovind  v. S tate o f  M adhya P radesh 1̂  that the apex
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7 381 U.S. 479 (1965).
8 Peter P. Swire, The System of Foreign Intelligence Surveillance Law 72 Geo. Wash.

Law Rev. 1306 (2003-04).
9 Kharak Sing h v. State o f U.P. (1964) 1 SCR 332.
10 Govind v. State ofM adhya Pradesh (1975) 2 SCC 148.



court accepted the right as part o f the right to personal liberty, albeit w ithin 
a lim ited sphere o f operation. This was furthered by the courts observation
in R a ja gop a l: '̂ '̂

the right to privacy is im plic it in the right to life and liberty 
guaranteed to the citizens o f this country by A rticle 21. It is a 
right to be let alone. A citizen has a right to safeguard the privacy 
o f his own, his family, m arriage, procreation, m otherhood, child 
bearing and education am ong other m atters.

This dictum  has thereafter been followed quite consistently in PU CL  v. 
Union o f  In d ia ,12 and S ta te o f  M ahara sh tra  v. M adhuk ar N arayan  M ard ik a r,13 
though the leg is la tu re  has shown litt le  in te re s t in crea tin g  the n ecessa ry  
fram ework for protection o f these rights, other than the controversial draft 
privacy bill, leaked on the internet, which is yet to be tabled in the Parliament.

Despite such clarity o f intent, however, it is incumbent upon governments 
that g reater safeguards be afforded for p ro tection  o f  ind iv idual privacy, as 
m ajor perpetrators o f breach in this case are governments themselves. In the 
in terest o f national se cu r ity , governm ents breach ind iv idual p rivacy ow ing 
to the lack o f effective machinery in order to protect the same. Thus, the real 
question is, can the governm ent protect the citizens from itself?  The answer 
to this alone can guarantee the desired consequences for our common future.

Identifying the subjects: US and India

The reason for identifying the U S legal system  as a frame o f reference, 
wherein the Indian position can be contrasted, is prim arily twofold. First, it is 
one o f the o ldest legal system s o f the world where privacy as a basic right 
found its  accep tan ce ; p r iv acy  was f irm ly  em bedded  in  the A m erican  
constitutional discourse as a right in itself. This is quite unlike in the United 
K ingdom  (UK) w here as late  as even the late 2 0 th and early  21st century, 
courts were grapp ling with the idea o f incorporating privacy into the law  o f 
torts, under breach o f confidence or malicious falsehood.14 This is the reason
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11 R.Rajagopal alias R.R.Gopal v. State o f  Tamil Nadu (1994) 6 SCC 632.
12 1995 SCC, Supl. (2) 572; JT 1995 (3) 365.
13 AIR 1991 SC 207.
14 The English law on privacy has more modern foundations. Despite Cooley s J

pronouncement that privacy amounted to the right to be let alone , there was no 
separate law of privacy in the UK, as found by LJ Glidewell in Kay v. Robertson 
(1991) FSR 62.



why a com parison w ith the Am erican legal m odel w ould be, in the opinion 
o f the author, more appropriate.

The se con d  reason for choosing the US w ould be that, much like India, 
America has also been forced to undergo sweeping legal changes with respect 
to issues o f p rivacy and surveillance post a landm ark terror attack, nam ely 
the 9/11 attacks.15 T herefore, national security  came in as the overarch ing 
justification making use o f which a lot o f critical constitutional concerns such 
as privacy and individual liberty were brushed aside and prim a fa c i e  draconian 
laws like the PATRIOT A ct16 and the concom itant use o f surveillance and 
interception were validated. Further, the PATRIOT Act is not restricted in its 
application to m erely countering terrorism , but is bestowed with w ider powers 
in ordinary crim inal and investigative matters. In India also, while the cabinet 
discusses several m odifications to the im m inent Privacy B ill, and attempts to 
garner public opinion in order to authenticate the same, the lurking fear o f a 
th reat to national secu rity  continues to be a recu rrin g  them e in any such 
cam paign. These factors, coupled w ith a sim ilarly  diverse dem ographic and 
p ecu lia r  g eo p o lit ic a l s tru c tu re , set up the ju s tif ic a tio n  b eh in d  the said  
equ ivalence b e in g  drawn.

II Evolution of the American jurisprudence on privacy and 
surveillance: A b rie f overview

In the US, the need for a law to protect privacy was articulated as early as 
1890, when W arren and B randeis pub lished  an artic le titled  The R ight to 
Privacy .17 This article laid the intellectual foundations for the law on privacy.18

R ecen t inven tions and business m ethods call a tten tion  to the 
next step which m ust be taken for the protection o f the person 
and for securing to the ind ividual w hat Judge Cooley calls the 
right to be left alone . Instantaneous photographs and newspaper
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15 This position finds concurrence in India, where post the 26/11 terrorist attacks in 
Mumbai, national security measures were sought to be introduced at an unprecedented 
scale. This, normatively, included greater autonomy granted to investigative agencies 
in collection of intelligence, as evident from the draft bill on the right to privacy. See 
generally, full text of the bill with attorney generals comments, available at. http:/ 
/cis-india.org/internet-governance/draft-bill-on-right-to-privacy (last visited on Sep. 
8, 2015).

16 Available at. http://www.justice.gov/archive/ll/what_is_the_patriot_act.pdf (last 
visited on Oct. 15, 2015).

17 Samuel Warren and Louis Brandeis, The Right to Privacy 4 Harvard Law Rev. 193 
(1890).

18 Ibid.

http://www.justice.gov/archive/ll/what_is_the_patriot_act.pdf


enterprise have invaded the sacred precincts o f the home private 
dev ices th rea ten  to m ake go o d  the p red ic tio n  th at w hat is 
whispered in the closet shall be proclaimed from the house tops ...
The press is overstepping in every direction the obvious bounds 
o f propriety and o f decency. Gossip is no longer the resource o f 
the id le and o f the v ic ious, but has becom e a trade, w hich  is 
pursued w ith industry as well as effrontery... The in tensity  and 
com plex ity o f  life attendant upon advancing c iv iliza tion , have 
rendered necessary some retreat from the world, and man, under 
the refin ing influence o f culture, has becom e more sensitive to 
publicity, so that solitude and privacy have become more essential 
to the in d iv id u a l; b u t m odern  en te rp rise  and inven tion  have 
through  invasions upon h is p riv acy , sub jected  him  to m ental 
pain  and d istress, far g reater than could be in flic ted  by bod ily  
in ju ry . It is our purpose to consider w hether the ex istin g  law  
affords a principle which can be properly be invoked to protect 
the privacy o f  ind iv idual; and, i f  it does, w hat the nature and 
extent o f such protection is...

The A m erican courts trace the origins o f  the right to p rivacy as being 
associated  w ith  the righ t to property. But g rad u a lly  the courts recogn ised  
that the protection o f privacy m ust transcend p roperty rights. In Warden v. 
H eyden ,19 the US Suprem e C ourt dec lared :20

The p rem ise th a t p ro p erty  in te res ts  con tro l the righ t o f  the
G overnm ent to search and seizure has been d isc red ited ....  We
have reco gn ized  th a t the p rin c ip a l o b jec t o f  the fourth  
A m endm ent is the pro tection  o f p rivacy rather than p roperty, 
and have increasingly discarded fictional and procedural barriers 
rested on p roperty concepts .

T he m o st w e ll know n  A m erican  cases on p r iv a c y  are G risw o ld  v. 
C on n e c t i cu t21 and R oe  v. W ade . 22 G risw o ld  co n ce rn ed  a c o n s t itu t io n a l 
ch a llen ge to a law  which p roh ib ited  the use o f contraceptives. U phold ing 
the notion o f privacy, Douglas J  o f the US Supreme Court held :23
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19 387 US 294.
20 Ibid.
21 Supra note 7.
22 410 US 113 (1973).
23 Supra note 7.



G overnm en tal p u rp o se  to co n tro l or p rev en t ac tiv itie s  
constitu tionally subject to state regulation m ay not be achieved 
by means which sweep unnecessarily broadly and thereby invade 
the area o f protected freedom s.... W ould we allow the police to 
search the sacred precincts o f marital bedrooms for telltale signs 
o f the use o f contraceptives? The very idea is repulsive to the 
notions o f privacy surrounding the m arriage relationsh ip .

S trik ing  down the concerned legis lation  as an unconstitu tional invasion 
o f the right to marital privacy, it was held that the right o f freedom o f speech 
and the press inc ludes not on ly the righ t to u tte r or to p rin t but also to 
d istr ib u te , receive and read and that w itho u t those p erip h era l righ ts, the 
specific righ t w ould be endangered.

Roe v. Wade24c o n c e r n e d  the righ t o f an unm arried  p regnan t wom an to 
an ab ortion . U p h o ld in g  the w om an s r igh t to m ake th a t cho ice w h ich  
concerned her private life, the US Supreme Court held that although the US 
Constitution did not explicitly mention any right o f privacy, the US Supreme 
Court itse lf recognised such a right as a guarantee o f certain zones or areas 
o f  p r iv acy  and th a t the roots o f  th a t r igh t m ay be found in  the f irs t 
amendment, in the fourth and fifth amendment, in the penumbras o f the Bill 
o f  R igh ts and in  the co n cep t o f  lib e rty  gu aran teed  by the fo u rteen th  
am endm ent. 25

Su rp ris in g ly  litt le  leg is la tio n  was found to operate w ith in  the US that 
dealt d irec tly  w ith  the issue o f privacy, till before the w orld  trade centre 
tragedy in 2011, at the national level. Post the Watergate fiasco and the era o f 
J. E dgar H oover, however, a single leg is lation  in this fie ld  surfaced, which 
attem p ted  to re s tr ic t go vern m en ta l d isc lo su re  o f  p riv a te  in fo rm atio n , 
irrespective o f the purpose o f such collection. This statute was the Privacy 
A ct o f 1974.26 This docum ent had a num ber o f usefu l provisions, includ ing 
the use o f private individual records for no other purpose but the documented 
u tility  which m ay be used  by executive agencies upon fu rn ish ing  a request 
in w riting for the same. It includes the anonym ity clause- in u tilis ing  packet
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24 Supra note 22.
25 Detailed discussion on the judicial protection of privacy in the US can be found in 

Richard Posner, The Uncertain Protection of Privacy by the Supreme Court 1979 
Sup. Ct. Rev. 173 (1979).

26 Michael Walter-Echols, Panopticon Surveillance and Privacy in the Internet Age 
(2009), available at: https://www.wpi.edu/Pubs/E-project/Available/E-project-022709- 
132355/unrestricted/Panopticon.pdf (last visited on Sep. 15, 2015).
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data, or in statistical analyses, personal identity could not be disclosed, which 
was an extrem ely progressive measure adopted by the Congress, considering 
the period in which this law  was enacted .27 The consent approach has also 
been adopted in cases concerning the transfer o f this data to other authorities, 
including government agencies, which again is a salient feature o f this statute, 
v io lations under which were punishable by im prisonm ent and fine, or both 

a bold step in the age o f governm ent surveillance, generally.

The H ealth Insurance P ortab ility  and A ccountab ility  Act, 1996,28 is the 
on ly other leg is la tio n , which deals w ith essentia l p rivacy concerns, though 
its focus is entirely on the healthcare sector. The prim ary protection afforded 
by this leg is la tio n  perta ins to the non-d isclosure o f  in fo rm ation  regard ing 
any person who avails o f  healthcare and insurance serv ices re lating to the 
sam e, w ith o u t express au th o risa tio n  b e in g  g ran ted  by such in d iv id u a l. 
However, there is enlisted a set o f exceptions where disclosure is perm itted, 
in  the in te re s t o f  the p a tien t, the in su ran ce  com pany and in  certa in  
circum stances, law  enforcem ent. There are sim ilar penalties for v io lation  as 
in the case o f  the prev ious A ct, and the d isc lo sure should  adhere to the 
m inimum requisite level in order to fulfill the purpose for the same.

W ith the in troduction  o f  more stringen t security  m easures during the 
Bush ad m in istration , how ever, exceptions were carved  out in the P rivacy 
Act, 1974 to accommodate the new ly adopted policy. The exemption granted 
to homeland security enables it to track passengers based on the inform ation 
in their boarding passes and other mandatory disclosures made to the airliners 
and airport authorities. This situation can be extrem ely tricky, ow ing to the 
diverse nationalities o f passenger traffic through the US. The conflict o f laws 
is solved through the grant o f this immunity to investigative agencies; however, 
the question remains regard ing the extra-territorial application o f such laws, 
w herein  the fo re ign  n atio n a ls are sub jected  to the scru tin y  o f  the Hom e 
Department o f the US with no law  to protect their privacy, since their native 
law  is inapp licab le in the US and they fall en tire ly  outside the p urv iew  o f 
domestic US laws and their pro tection .29

558 Jou rna l o f  the Indian Law Institute [VoI. 57: 4

27 Ibid. This is perhaps the first known legislative utilisation of the anonymisation of 
data, a regular feature in modern data protection regimes.

28 Public Law 104-191, available at. https://www.cms.gov/Regulations-and-Guidance/ 
HIPAA-Administrative-Simplification/HIPAAGenInfo/downloads/hipaalaw.pdf (last 
visited on Oct. 10, 2015).

29 Casper Bowden, The U.S. Surveillance Programmes and Their Impact on E.U Citizens 
Fundamental Rights (2013), available at: http://www.europarl.europa.eu/meetdocs/
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D esp ite the p resence o f  a m echan ism  for the p ro tectio n  o f  p rivacy, 
how ever inadequate , the US has had a h is to ry  o f acts v io la tin g  ind iv idual 
p rivacy since the cold w ar era. W iretapp ing and b ugg ing  were com m only 
used political tools, employed by governments to preem pt opposition politics, 
corporate espionage, e t c . The origin  o f such acts can be traced back to the 
cold war period, when the US, the USSR and their respective allies engaged 
in  every conceivab le m eans for g a th e rin g  in te llig en ce  about the o ngo ing  
activ ities and strategies o f the adversary. This process often entailed covert 
surveillance o f subjects, including both American and non-American citizens, 
some o f whom were beyond the domestic jurisdiction o f the US.30 Although 
there existed the im pending dangers associated with a world war for a third 
time, o f far greater m agnitude than what the world had w itnessed, w ith the 
p o ss ib ility  o f devastating  consequences, little  ju stification  can be p rovided 
for a num ber o f grave human rights violations such an environment brought 
in its w ake.31

The advan cem en t in tech n o lo gy  and p ro life ra t io n  o f  e sp ec ia lly  the 
electronic m edia has brought to light a number o f such violations committed 
on the p a rt o f  the sta te , w h ich  under any c iv iliz ed  fram ew ork w ou ld  be 
d ifficu lt to justify. Years later, when Federal Bureau o f Investigation  (FBI) 
c la ss if ied  files were b ro ugh t into  the p ub lic  dom ain , d id  the w orld  gain  
know ledge o f their continuous surveillance o f civil rights cham pion M artin 
Luther King, Jr ., a practice that continued unto his death. The US N ational 
Secu rity  A gency (NSA) backed  p ro jec t E CH E LO N ,32 w hich  was the first 
w orldw ide revelation  o f the ex tra-terrestria l app lication  o f surveillance by 
the US, came under heavy criticism  for not on ly targeting enemy states but 
also neutrals and allies. The European Parliament, concerned about the adverse 
im pact this program m e had on their dom estic affairs and foreign relations, 
issued  a directive to all m em ber states to use encryption in com m unication
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2009_2014/documents/libe/dv/briefiagnote_/briefingnote_en.pdf (last visited on Oct. 
8, 2015).

30 Anders Lagerwall, Privacy and Secret Surveillance from a European Convention 
Perspective (2008), available at: http://www.adbj.se/2009/ht_2009_Anders_ 
Lagerwall.pdf (last visited on Oct. 8, 2015).

31 William M. Beaney, The Right to Privacy and American Law 31 Law & Contemp. 
Probs. 253 (1966).

32 Supra note 29; generally contains scathing criticism of the extra-territorial application 
of ECHELON, as well as other US Government surveillance projects and their impact 
on EU nations.

http://www.adbj.se/2009/ht_2009_Anders_


to avoid sensitive information leakages. Interestingly, the ECHELON and related 
program m es were continued till recently by the US.33

The Nixon years and the W atergate controversy34 m arked the beginning 
o f a new  era o f data protection and anti-surveillance movem ents w ithin  the 
country. Following the resignation o f President Nixon, the Senate-appointed 
committee which investigated the mass surveillance and po litically m otivated 
targeting  o f  opposition m em bers, found that such m easures were adopted 
under the au tho rity  o f the W hite H ouse itse lf , and in  cases invo lved  the 
acc iden ta l co llectio n  o f  data p e rta in in g  to tran s-b o rd er com m unication . 

Despite condemning the ongoing mass intrusion into the lives o f unsuspecting 
c itizens, they concluded  th at such lap ses were an occupational h azard  o f 
intelligence collection unfortunate but necessary nonetheless. They focused 
their efforts, instead, on trying to reduce the damage, rather than correcting 
it, and this approach found its way into Am erican public po licy through the 
introduction o f Foreign Intelligence Surveillance Act in 1978, which regulated 
the surveillance activities to be carried on by governm ental agencies, as well 
as o th er acto rs, since. The in te rcep tio n  o f  in fo rm atio n  re la t in g  to non- 
Americans, however, remains unresolved, and international law  is significantly 
silent on this issue.

The afterm ath o f the 9/11 attacks prom pted the US Congress to pass, 
w ith in  six w eeks o f  the d isaster, the PATRIO T A ct, w hich  p ro v id ed  for 
un fo reseen  au tonom y to in v estig a tiv e  agen c ies to em p loy su rv e illan ce  
in itia tiv e s  to co un ter te rro r ism , w h ile s im u ltan eo u s ly  red uc in g  ju d ic ia l 
supervision and accountability for the same. The PATRIOT Act, along with 
N SAs controversial w arrantless surveillance program  were instrum ents used 
by the state to carry out mass surveillance activ ities on m illions across the 
world, in its efforts to gather intelligence during its much hyped war against 
te rro r . O ther m easures inc luded  the likes o f  O peration  TIPS (Terrorism  
Inform ation and Prevention System) and hom eland security, both o f which 
supplem ented the p re-ex isting  fram ework o f  surveillance.35

560 Jou rna l o f  the Indian Law Institute [VoI. 57: 4

33 Ibid.
34 Nixon the 37th President of the United States, serving from 1969 to 1974. The 

Watergate scandal escalated in 1973 costing Nixon much of his political support 
and on Aug. 9, 1974, he resigned from office.

35 Ann Cavoukian, National Security in a post-9111 world: Rise o f  Surveillance... The 
Demise o f  Privacy? (2003), available at. https://www.ipc.on.ca/images/resources/ 
up-nat-sec.pdf (last visited Nov. 10, 2015). A brief analysis of US Surveillance 
programmes undertaken by the authors reveals the impact of these measures on

https://www.ipc.on.ca/images/resources/


Operation TIPS, was especially problematic owing to it involving workers, 
w ith access to the interiors o f p eop les homes, to be recruited as volunteers 
in the unique position o f being able to perceive threats or potential terrorist 
activities from close quarters. Passed under the Homeland Security Act, 2001, 
this cam paign came under heavy critic ism  and was finally  rem oved. U nder 
the D ep artm en t o f  H om eland  S ecu r ity ,36 the co n so lid a tio n  o f  severa l 
departm ents o f the governm ent, barring the FBI and CIA, took place, w ith 
the purpose o f stream lining and system atising their working. The department 
had  a m ajo r function  o f  access in g , rece iv in g  and an a lys in g  in fo rm atio n  
co llec ted  via  in te llig en ce  agen cies am ongst o th ers , b u t in c lu d in g  
law  en fo rcem en t agen c ies , p riv a te  sec to r en tities  and the like  for the 
p u rp o se  o f  id en tify in g  and asse ss in g  p o ten tia l te rro r is t  a c t iv it ie s . 
The array o f such m easures inc luded  others like the te rro r ist in fo rm ation  
awareness, a research initiative enabling active preemption o f terrorist threats 
th rough  id en tif ic a tio n , p ro cess in g  o f  in fo rm atio n  and u ltim ate  action  in 
preventing the US from likely attacks in the future. This inform ation included 
transactional details availab le from any purchase or exchange made by the 
suspects. In con junction  w ith  th is was the p assen ger in fo rm ation  system , 
which p ro files in ternational p assengers who avail transportation  w ith in  or 
through the US, and in cases involving suspected individuals, security measures 
are initiated to neutralize any threat they m ight pose. These initiatives, backed 
heavily by the national security rhetoric, ushered in the new era o f surveillance 
in the American system, with the PATRIOT Act, as their frontrunner.

The PATRIOT Act, 2001

In the afterm ath o f the 9/11 attacks, the US Congress passed hastily the 
legislation which was to become the touchstone for all future American action 
aga in st te rro r ism . The U n itin g  and S tren g th en in g  A m erica  by P ro v id in g  
Appropriate Tools Required to Intercept and O bstruct Terrorism  Act, 2001, 
better known as the PATRIOT Act,37 is the single most controversial piece of
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leg islation  passed  in the US since the Reagan era, and continues to operate 
am idst m uch debate about the unbrid led  surveillance pow ers handed over 
to the investigative agencies under the p retex t o f  p reven tion  o f  te rro r ist 
activities aimed against the country.

In order to understand the origins o f the Act, one has to appreciate the 
socio-political climate o f the nation at the time o f its passage.38 The atmosphere 
o f  in se cu r ity  am ongst the p o p u lace  and the h e lp le ssn ess  o f  the law  
enforcem ent agencies, prom pted a charged Congress into debating w hether 
the inte lligence agencies requ ired  g reater autonom y in their function ing in 
order for it to tackle future threats, which it was incapable o f doing w ithin 
the existing framework o f the excessively stringent civil liberties law .39 In its 
zest to act on the occasion, the leg is lature , aided by the persuasion  o f the 
neoconservatives who were strongly represented in the Bush cabinet, enacted 
th is law  w hich  m ade num erous changes to the su rve illan ce  m echan ism s, 
jud ic ia l procedure and im m igration  laws.

D esp ite the critic ism  faced by the successive Bush governm en ts as a 
result o f the measures adopted under the Act, which a number o f its detractors 
claimed led to a per se violation o f the First Amendment to the US Constitution 
(most o f whom were dem ocrats, iron ica lly), some o f its more controversial 
provisions, including the provisions related to roving wiretaps and surveillance 
ta rge tin g  lone w olves upon m ere susp ic ion , were extended  tw ice during 
the tenure o f Barack Obama on account o f the PATRIOT Sunsets Extension 
Act o f 2011.40

The m ajor d iscom fort surrounding the PATRIOT A ct em anated from a 
plethora o f provisions, which inarguably strike at the very heart o f basic civil 
liberties. A t the ep icen ter o f  th is controversy are two titles from the Act, 
namely, title II and title V.

O m inously nam ed enhanced surveillance procedures , title II deals with 
governm ent agencies carry ing  on surveillance activ ities w ith respect to any 
suspected terrorist action or potential threat source. This interestingly, includes 
a wider ambit which becomes apparent at first sight. The possibility o f gathering 
foreign intelligence, an accepted roadblock in case o f crim inal investigation
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in  the p ast was rem oved by m ak in g  n ecessa ry  am endm ents to the FISA . 
Inform ation sharing procedures were sim plified and the previous requirement 
for proving a non-citizen to be part o f foreign espionage was removed, for 
aid o f surveillance process.

The increase in the am bit o f surveillance m easures undertaken , under 
this part, which included surveillance being carried out on packet networks; 
and the ab ility  to route and address was p rov ided  w ith in  this, leav ing  the 
scope for co llecting  innocent data. It further em powered d istrict courts to 
order for surveillance m easures in cases concern ing po ss ib ility  o f te rro rist 
involvement. The process for demanding the disclosure o f private electronically 
stored in fo rm ation  was made len ien t, in so far as the w avering o f stringent 
procedural safeguards o f the w iretapping laws are made, which allow  access 
to protected computers including those outside the domestic jurisdiction o f 
the US. Voluntary sharing o f customer information by internet service providers 
was m andated o f any kind o f suspicious activity on their network, under the 
apprehension o f im m inent danger.

Sneak and peek warrants, issued by the Federal Bureau o f Investigation 
(FBI) to subjects, perm itted  a delayed no tification , w herein  delay was le ft 
undefined in the aid o f the investigative agency for the purpose o f ensuring 
an amount o f flexibility. The court however, disallowed this practice as violative 
o f the fourth amendment to the US Constitution.41

The other area o f unease regarding this section relates to the use o f the 
roving wiretap technique.42 The ability o f terrorists to evade traditional wiretap 

tech n iques , w h ich  are by them selves m ore d iff icu lt  to p ro cu re , renders 
conventional methods redundant. This provision enables a single order by a 
com petent court, granted w ith lesser disclosure or specifications, to be used 
for continual tracking o f individuals, irrespective o f the change in location or 
devices used by them . A long w ith th is com es the ho tly  debated regulation 
empowering the FBI in any inquiry pertaining to suspected terrorist activities, 
to ask for the documents or records, digital or otherwise, from any authority 
within the US.43 This created a great furor amongst various sections o f society,
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especially institutions, who were unw illing to give up the records m aintained 
by them for fear that their clientele be targeted upon mere suspicion. However, 
no specific instance o f record seeking or subsequent denial o f the same has 
come to light till date.

Certain controversial elements under the title were set to expire, including 
roving w iretap, foreign intelligence gathering, and the authority to intercept 
communication, record seeking and a number o f related provisions. However, 
upon the extension being gran ted , these continue to be in force as o f this 
day.

In addition to title I, which prim arily revolves around means to augment 
the efficacy o f the war on terror and protection o f internal security, title V of 
the A ct attem pts to remove roadblocks from the path  o f  the investigative 
agen cies, e sp ec ia lly  w hen d ea lin g  w ith  cases p e rta in in g  to in te rn a tio n a l 
terrorism . T itled removing obstacles to investigating terrorism  , this chapter 
seeks to induce cooperative partic ipation  o f citizens in figh ting terrorism .44 
The incentivisation o f dissem ination o f inform ation with regard to terrorist 
activities, or for the assistance in the demolition o f terrorist outfits, was ensured 
through financial benefits. Federal agents were allowed to share inform ation 
w ith the central body, in the hope that this shall enable g reater access for 
both in cases o f conflicting jurisdictions. The investigative ambit o f the secret 
service was increased, and the w ider powers included the domain o f electronic 
device re lated  offences, and production  and m aintenance o f  records made 
sim pler and validated by the effect o f this section.45

H ow ever, the m ost p rob lem atic  area under th is title  was the issue o f 
n ational secu rity  le tte rs (N SL s),46 w hich are essen tia lly  executive dictum s 
dem anding the submission o f all m aterial records o f the recipient, pertain ing 
to the subject m atter o f the enquiry along w ith an order requ iring the said 
body to keep such com m unication confidential. This effective ly  took away 
the rights o f the subjects from disclosing that they were under surveillance, 
and to seek jud ic ia l in tervention . Such NSLs could be issued  by the FBI, 
a lleged ly by the Central In telligence A gency (CIA) and other governm ental 
bodies, and did not require the authorization  o f  the d irector or any h igh-
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ranking officer. A gents o f these bodies in charge o f the investigation  were 
found qualified  for this purpose.47 W hen the constitu tiona lity  o f these gag 
orders were challenged in court, on the grounds that they breached the right 
to constitutional remedies and priv ileged com m unication between client and 
advocate , the court upheld  the sam e and the gag  o rder requ irem en t was 
con seq uen tly  re laxed .

Controversies surrounding the PATRIOT Act

The PATRIOT Act, one o f the more voluminous publications o f the US 
Congress, has been critic ised  on various grounds, o f which one pertains to 
the haste w ith  w hich th is b ill was m oved through  the two houses before 
adop tion . Senato rs and congressm en  have sev era lly  com p la ined  o f  th e ir  
inab ility  to undergo a closer scrutiny o f its contents, due to the paucity  o f 
tim e.48 W hile this is p artia lly  due to the charged po litical atm osphere which 
demanded action from the legislature, skeptics suggest that the bill was framed 
p r io r  to the attacks, and the traged y  o f  9/11 m ere ly  created  the p erfec t 
o p p o rtu n ity  fo r the go vern m en t to push  it  th ro ugh . I f  a p a r liam en ta ry  
com m ittee was set up, and the b ill in its en tire ty  in spected  m ore p rec ise , 
perhaps greater safeguards for civil liberties and balancing the concerns for 
security could be achieved irrespective o f the im m ediate needs.

In order to remedy the grow ing discontent with the workings o f the Act, 
certain  changes were introduced to the original leg is la tio n .49 This was done 
with a view  to help increase its acceptability amongst its detractors, especially 
those who were not against the A ct p e r  se , but dem anded a more reasonable 
approach be reflected  in it. The m ost im portan t changes were w ith regards 
to increased congressional oversight, which lent a flavor o f accountability to 
the leg is lation , by m aking the investigative au thority u ltim ately  responsible 
to the Congress. The acceptance of the requirement for providing a reasonable 
notice to subjects under the Act was another m ajor breakthrough, as was the 
m oderation  o f  w iretap  p rov isions, orders for w hich  can not be so eas ily  
obtained presently. M aking authorities answerable for their ultim ate acts and 
omissions is undoubtedly a progressive step by the legislature in this regard.

The issues regard ing the roving w iretaps prov ision  is la rge ly  re lated  to 
the surveillance o f a person upon mere suspicion, and the complete absence 
o f hard evidence. Most scholars agree that this would be a classic case o f the
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B ig  B rother syndrom e, w herein a person is under constant surveillance o f 
the state, and includes a significant possibility o f failure to incrim inate. Thus, 
the recorded infringement o f a person s privacy can thereafter be used against 
him for a variety o f purposes. Further, the probability o f other related persons 
being under state observation  p la in ly  due to shared usage o f  an electronic 
com m un ication  device is a th rea t u n reco gn ized  un d er these b lan ket 
m easu res .50

W iretapp ing and other surveillance technologies having im proved, it is 
but natural for states to desire their usage for the purpose o f self-preservation. 
H ow ever, the advancem en t in  te ch n o lo gy  ough t to en ta il an ad d itio n a l 
responsib ility.51 In case o f the PATRIOT Act, the complete removal o f any 
requirement for accessing or handling data responsible creates an atmosphere 
o f suspicion, as in the case o f a police state. The access to voicemails without 
an authoritative order, m erely based on a common w arrant issuable by trial 
courts made possible under the statute; the NSLs, which flout the basic civil 
rights, are cham pioned by the state as necessary tools, whereas the powers 
o f arb itrary search and seizure, as effectively legalised under this scheme, are 
deem ed unconstitutional in even the less developed dem ocracies. The same 
is true in the case o f record-seeking provisions, which form a framework o f 
subterranean surveillance, by identifying patterns o f behavior o f sections o f 
the populace in  order to find crim inality  o f in ten t . The other im portan t 
aspect is the ex tra -terr ito ria l app lication  o f these su rveillance techn iques, 
which in effect, has the potential o f carrying out such activities targeted at 
foreign  n atio n a ls , w ith  scan t regard  to th e ir  righ t to privacy, or the data 
protection regime prevalen t in their home state or habitual residence.52

R epresen tative  J im  Sensenbrenner, the R epub lican  congressm an  from  
W isconsin, responsible for introducing the first draft o f the PATRIOT Act, at 
the floor o f the house in 2001 stated:53
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W hile I believe the Patrio t A ct appropriately balanced national 
security concerns and civ il rights, I have always w orried  about 
potential abuses. Seizing phone records o f m illions o f innocent 
peop le is excessive and un-A m erican .

In a recent report by the P res id en ts review  group on in te lligence and 
com m unications techno logies, sim ilar concerns were ra ised .54 T hrough the 
300 page lon g  docum ent, the group stro n g ly  recom m ended that effective 
action be taken for development o f technology wherein individual rights are 
not unnecessarily  tam pered w ith ; regular d isclosure by the governm ent and 
subjects o f surveillance; careful determ ination  o f the purpose behind each 
su rv e illan ce  m easure adop ted  and h ig h lig h ted  the u n d ersta ted  need  for 
protection o f the most basic o f all human freedoms, the right to be let alone.

III Indian position: A judicial construct

The right to privacy in India has originated from two distinct sources: the 
law o f torts and constitutional law. The tortuous liability arising out o f breach 
o f the private space by unlaw ful m eans, which has been recognised by law 
courts across the w orld  as a m eans o f  p ro tec tin g  p riv acy  finds its  p lace 
w ithin the Indian fram ework, though in a lim ited manner. Invasion into the 
privacy o f a person under tort law, especially  re lating to ind iv id u a ls fam ily 
and m atrim onial m atters, procreation , education and the like, are actionable 
as such, except in situations where either the publication o f such inform ation 
falls within the public domain, or is done by a public servant in the course of 
h is em p loym en t, fo r a law fu l p u rp o se  u n less  the p u b lica t io n  o f  such 
inform ation is proved to be false or m alicious.55

Privacy rights in the Indian context are prim arily a judicial construct. The 
righ t to p rivacy is not expressly dealt w ith in the C onstitu tion , e ither as a 
separate right or an exception to freedom  o f speech and expression under 
article 19(2), enumerating the various reasonable restrictions that are imposed 
upon them. This however, has not deterred courts from creating a framework 
for privacy protection  w ithin  the constitutional scheme. They read into the 
m eaning o f article 21, the fundamental right to life and personal liberty, and
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found p riv acy  to be im p lied  th ere in , though  in  a lim ited  sense. T h is 
in te rp re ta t io n  has a llow ed  p r iv acy  to be p ro tec ted  as a co n stitu tio n a lly  
gu aran teed  fun d am en ta l r igh t, w h ile  l im itin g  its scope by h arm o n io u s 
construction vis- -vis the freedom  o f the press under article 19 (1) (a).56

The first few  cases that p resen ted  the Indian Suprem e C ourt w ith the 
opportunity to develop the law  on privacy were cases o f police surveillance. 
The court examined the constitutional valid ity o f legislations that empowered 
the po lice to keep a secret watch on the movem ents o f an ind iv idual. The 
first o f these cases, Kharak Singh s case57challenged the constitutional valid ity 
o f regulation 236 o f the Uttar Pradesh Police Regulations, 1861 which permitted 
surveillance. A m a jo rity  on the bench struck  down regu lation  236(b) that 
authorized dom iciliary v isits as being unconstitu tional but upheld the other 
provisions under that regulation. The m ajority was unreceptive to the idea o f 
recogn iz ing a righ t to p rivacy and d ism issed  the claim  on the ground that 
there could be no fundamental right to protect mere personal sensitiveness . 
Their view was based on the conclusion that the infringement o f a fundamental 
right must be both direct as well as tangible and that the freedom guaranteed 
under artic le  19(1) (d) was no t in frin ged  by a w atch  be ing  kep t over the 
m ovem ents o f a suspect.

It was, however, the m inority v iew  expressed by Subba Rao J  that la id  
the foundations for the developm ent o f the law  in India. Subba Rao J  held 
that the co n cep t o f  lib e r ty  in  artic le  21 was com prehensive enough to 
include privacy and that a p erso n s house, where he lives w ith his fam ily is 
his castle and that nothing is more deleterious to a m ans physical happiness 
and health  than a ca lcu lated  in terference w ith h is privacy. The conclusion 
was that surveillance by dom ic iliary  v isits and other acts under regu lation  
236 was u ltra  v ires a rtic les 19 (1) (d) and 21.

In G ovind v. State o f  M .P.,58 also a case o f surveillance under the Madhya 
Pradesh Police Regulations, the Supreme Court acknowledged a lim ited right 
to privacy. Yet, the court upheld the im pugned regulation which authorised 
domiciliary visits in its entirety. This was on the ground that the object o f the 
provision was the prevention o f crime. The court held :59
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D ep en d in g  on the ch arac te r and an teced en ts o f  the p erson  
sub jected  to surveillance as also the ob ject and the lim ita tion  
under which surveillance is made, it cannot be said surveillance 
by do m ic iliary  v isits w ould always be unreasonab le restriction  
upon the right o f privacy. A ssum ing that the fundamental rights 
e x p lic it ly  gu aran teed  to a c itizen  have p en um b ra l zones and 
th a t the righ t to p r iv acy  is i t s e lf  a fun d am en ta l r igh t th a t 
fundam ental right must be subject to restriction on the basis o f 
com pelling public in terest. As regu lation  856  has the force o f 
law  it cannot be said that the fundamental right o f the petitioner 
under A rticle 21 has been v io lated  by the provisions contained 
in it: for, what is guaranteed under that Article is that no person 
shall be deprived o f  his life  or personal lib erty  except by the 
procedure estab lished  by law  .

R. R ajagopa l case60 is a w atershed in the developm ent o f the Indian law  
o f privacy. For the first time, the Supreme Court discussed the right to privacy 
in the context o f the freedom o f the press. The case concerned the right o f 
the publisher o f a magazine to publish the autobiography o f the condemned 
p r iso n er , A u to sh an kar . The resp o n den ts co n ten ded  th at the in ten d ed  
publication  (which was to expose some sensational links between the police 
authorities and the criminal) was likely to be defamatory and therefore required 
to be restrained. The issue o f the right to privacy came up in this context. 
The Suprem e Court held  that the press had the right to publish  w hat they 
claimed was the autobiography o f Autoshankar in so far as it appeared from 
the public records, even w ithout his consent or authorization . However, i f  
the pub lication  w ent beyond the public record and pub lished  his life story 
th at w ou ld  am ount to an inv asion  o f  h is righ t to p riv acy . S im ila r ly , the 
go vern m en t and p riso n  o ff ic ia ls  who sough t to p ro tec t th em selves (by 
ostensib ly  seeking to p ro tect the p rivacy o f the incarcerated  p risoner), did 
no t have the righ t to im pose a p rio r re stra in t on the p ub lica tio n  o f  the 
autobiography; their remedy, i f  at all, could arise only after the publication.

The court recognised two aspects o f the right to privacy: (i) the tortuous 
law o f privacy which affords an action for damages resulting from an unlawful 
invasion o f privacy and (ii) the constitutional right to be let alone im plicit in 
the right to life and liberty under article 21. A citizen has the right to safeguard 
his own privacy, that o f his family, m arriage, procreation parenthood, child

60 Supra note 11.
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b ear in g , educatio n  e t c . and no p erso n  has the righ t to p u b lish  an yth in g  
re lating to such m atters w ithout the consent o f the person concerned. The 
court acknow ledged two exceptions to this rule: f i r s t , where the m atter has 
becom e a m atter o f  pub lic record, the right to p rivacy no longer subsists. 
S econ d , p ub lic  o ff ic ia ls  are no t en titled  to cla im  p riv acy  w hen the act or 
conduct in question  re lates to the d ischarge o f  th e ir o ffic ia l duties. Even 
where the p ub lication  is based  upon facts found to be un true, the pub lic 
o ffic ial is not en titled  to pro tection  unless it is shown that the publication  
was made with reckless disregard for truth. It is sufficient for the publisher to 
show that he acted after a reasonable verification o f facts.

P eop le s U nion f o r  C iv il L ib er t ie s  v. U nion o f  In d ia  61 was a challenge to 
section 5(2) o f  the Telegraph Act, 1885 which perm its the in tercep tion  o f 
messages in cases o f public emergency or in the interest o f public safety. The 
Suprem e C ourt held  that the righ t to p rivacy inc luded  the righ t to ho ld  a 
te lephone co n versatio n  in  the p riv acy  o f  one s hom e or o ff ice  and that 
te lephone tapp ing , a form  o f  techno log ica l eavesdropp ing  in frin ged  the 
right to privacy. The court found that the government had failed to lay down 
a proper procedure under section 5 (2) (b) o f the A ct to ensure procedural 
safeguards against the m isuse o f the pow er under section 5(2).

In P eop les  Union f o r  C iv il L ib erties v. Union o f  I n d i a , the Supreme Court 
held  that e lec to ra l cand idates w ere under a duty to d isc lo se in fo rm atio n  
about their antecedents, inc lud ing their assets and liab ilities , and could not 
be protected by any right to privacy when it came to d isclosing inform ation 
which the public had a right to know. W here there are com peting interests, 
the righ t to p rivacy o f  the ind iv idual and the righ t to in fo rm ation  o f  the 
citizen , in the public in terest, the form er has to y ie ld  to the latter. In any 
event, the disclosures required to be made by an electoral candidate (pertaining 
to assets and liab ilitie s  as also the crim inal records) are m atters o f  public 
record and there was therefore no infringem ent o f the right to privacy.

P eo p le s  U nion f o r  C iv i l  L ib e r t ie s  v. U nion o f  I n d ia "63 con cern ed  a 
constitutional challenge to the Prevention o f Terrorism  Act, 2002 (POTA), 
in te r  a lia , on the ground  th at sec tion  14 o f  the A ct w h ich  m andates the 
d isclosure o f inform ation to the police by ord inary people is a vio lation o f
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the right to privacy. It was held that privacy is not an absolute right and is, in 
any event, subservient to the security o f the state. Further, the concealm ent 
o f such inform ation could not be traced to the right to privacy.

The development o f privacy jurisprudence in India, despite the progressive 
attitude o f the jud iciary in this regard, leaves much to chance. M ost modern 
Constitutions in the world include an express right to privacy, and those that 
do not, create a legislative framework for its effective protection within their 
dom estic  le g a l system s. In d ia , how ever, co n tin ues to re ly  on ju d ic ia l 
interpretation for affording protection to this fundamental human rights issue 
recognised by a num ber o f international human rights docum ents. There is 
an im m ediate need for a clear leg islative po licy  in the area o f privacy and 
infringem ent, in the absence o f which the invasion o f the personal space will 
remain largely unchecked. Such a policy is required to include, at the minimum, 
the unequivocal declaration  o f p rivacy as a fundam ental right p ro tected  by 
the state against unlawful intervention. The surveillance activities by the state 
and other actors need to be within the contours o f the law, as prescribed by 
the selfsam e docum ent. This docum ent should further incorporate:

i. The circum stances under which such intervention can be justified ;

ii. The body com petent to authorize such in tervention  - its structure,
pow ers and functions;

iii. The reasons for the immediate surveillance activity being undertaken;

iv . The m ethods em ployed in this exercise, am ongst other details.

A c lear gu ide line  should  be la id  down for ju d ic ia l superv is ion  o f  the 
entire process, along w ith the requirem ent for subm itting a com prehensive 
report by the governm ent on all such surveillance activities carried out by it.

W ith the advent o f technology, the ever-increasing ambit o f surveillance 
in the pretext o f public safety can only be truly delimited with a clear legislative 
policy. I f  the state has a serious intention o f protecting the rights o f its citizens
even against itself, as it is obligated to both under international law as well as
the C o n stitu tio n , the cu rren t la is s ez  fa ir e  su rve illan ce  scenario  needs a 
com plete leg is la tiv e  upheava l. E xcessive re lian ce  on the ju d ic ia ry  in  the 
determination o f the legality o f intervention can hardly be considered prudent. 
The judicial interpretation at present has no legislative framework for reference, 
and m ere p reced en ts set by p rev io us courts are o f  lim ited  u t ility  under 
circumstances where the nature o f intervention itse lf is evolving rapidly. The 
dearth o f legislative w ill in this respect can prove fatal to the protection o f
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civil liberties in the country, especially in the case o f sensitive rights such as 
privacy, which are p robab ly m ore vu lnerab le than m ost.

An attempt to bridge the gap: India s draft privacy bill64

As a response to the requirement for legislative framework for protection 
o f privacy at a national level, the erstwhile UPA-II governm ent prepared  a 
draft b ill on the right to privacy in 2014, and upon com pletion o f the draft, 
sent it to the Attorney General o f India for his views and comments. Ironically, 
the document containing the scathing criticism  by the then A ttorney General 
along w ith his remarks on the p lethora o f am biguities w ithin  the same was 
leaked on the internet, prior to it being tabled at the Parliament. This document, 
am p ly rep rim an d ed  by the A tto rn ey  G eneral, was a p iece  o f  poor 
draftsmanship, and included h ighly uncertain  measures for the protection o f 
data security and individual privacy, especially in cases where the government 
itse lf was the perpetrator. The considerable public furor over this document 
led the governm ent redrafting the same, and in early 2014, a th ird draft was 
created and subsequently leaked once again , this time to the p rin t m ed ia.65

The current bill is broader in application, insofar as it extends the right to 
include all residents o f India, and not just citizens, as was m andated by the 
2011 draft. It further contains the express acceptance o f the right to privacy 
being a part o f article 21, and includes Jamm u and Kashmir within its purview, 
as opposed to the status granted  under the previous b ill.66

A num ber o f new  defin itions have found a p lace in the new  b ill, and 
alterations have been made to certain  others that have been retained from 
the earlier draft. S ign ifican tly , how ever, the new ly inc lu d ed  defin itions o f 
legitim ate purpose and com petent authority continue to adhere to the law 

in force princip le, im p ly ing that any law  passed  by a com petent leg islature 
may be enough to authorize collection o f data from the subject. The changes 
m ade to the defin itio n  o f  persons under the b ill w iden  its ap p licab ility  
considerab ly , and now  in c lu d es :67
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a body corporate, p artnersh ip , society , tru st, associa tion  o f 
persons, governm ent company, governm ent departm ent, urban 
or local body, or any other officer, agency or instrum entality o f 
the state.

This is one o f the salient features o f the new bill, which does not preclude 
the possible governmental excesses. The bill goes further in defining sensitive 
personal data and covert surveillance , which both quite exhaustively en list 
their g iven  dom ains. The qualified  p riv ileges gran ted  w ith in  the same also 
seem  p r im a  f a c i e  reaso n ab le . A m ong o th er key d e fin it io n s am ended 
suggestively  to c larify  the governm ental in ten t in privacy pro tection  is the 
removal o f the im plied  consent and CCTV surveillance from the broader 
defin itions accorded earlier.

Under the exceptions to the right to privacy, the 2014 bill retains all but 
one exception  env isaged  in the earlie r d raft, that o f  detection  o f  crim e , 
which would cast a doubt regarding the possible motive for utilisation o f the 
act, g iv ing way to skepticism  about constant governm ental surveillance. This 
apart, the requ irem ent before seek ing to exp lo it these exceptions m ust be 
tested for adequacy, proportionality, relevance and with a view to the ultimate 
objective requirem ent o f such m easures adopted.

The 2014 draft lim its the instances where privacy concerns may not be 
entertained, bringing the num ber down to three, from the original five cases 
dem arcated by the 2011 b ill. These are:

i. The processing o f data pure ly  for personal or household purposes,

ii. D isclosure o f inform ation under the R ight to Information Act 2005,

iii. A ny other action specifically  exem pted under the act.

G reater acco u n tab ility  and tran sp aren cy  m easures find  a p lace in  the 
new draft, along with provisions relating to choice and consent o f individuals 
being taken on board, which lends an am ount o f cred ib ility to this deem ed 
leg is la tio n .

The fo llow ing m ajor changes have been made to the 2011 bill:

i. P rovisions re la tin g  to sensitive personal data: The prov isions in the 
current b ill are m ostly the same as the earlier one, with regards to the 
sanction required for the collection o f what has been defined in the act 
as sensitive personal data . The exceptions to this general rule have 
two new  additions in the current b ill, one o f which is re lating to the 
collection o f medical history o f policyholder by the insurance company.
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The other, more problem atic inclusion is: C ollected or processed  by
the Government Intelligence agencies in the interest o f the sovereignty, 
in tegrity , security  or the strateg ic , sc ien tific  or econom ic in terest o f 
India.

The non-requirem ent o f consent in d isclosure, for m atters pertain ing 
to the workings o f investigative agencies o f the governm ent, in prevention 
and investigation o f crim inal acts, is also an area o f concern, m ostly because 
it creates an um brella  p ro tection  for governm enta l excesses and m akes it 
c learly non jud ic iab le , by hav ing this exclusionary clause.

ii. Consensual disclosure o f personal inform ation: Both the 2011 and the 
2014 b ill have the sam e stipu lation  w hich m andates as a norm , the 
req u irem en t o f  p r io r  co n sen t befo re  the d isc lo su re  o f  p e rso n a l 
inform ation. The exem ptions granted  in cases where the sharing was:

a. Part o f the docum ented purpose,

b. W ithin exceptions to the right to privacy; or

c. A uthorised by the data protection authority.

The 2014 b ill has the add itiona l exception  o f  such in fo rm ation  being 
required by the law  or by the in te lligence agencies o f  the governm ent. In 
consonance with the rest o f the bill, this marks out the immunity granted to 
governmental authorities in collection o f personal data, to the extent necessary 
for the purpose o f the activity, in the interest o f national security.

iii. N otice in  cases o f  in fr in gem en t or data lo ss : The p rev io u s b ill 
contained requirements pertaining to the data control authority s duty 
to publish any inform ation concerning the breach o f data to national 
m edia, and the current b ill has done away w ith such a provision in 
favor o f the information regarding the breach to be given only to the 
parties affected, as well as to the authorities concerned.

The previous draft also included a detailed enlistment o f the inform ation 
to be served as a notice to the individual or subject, prior to the collection of 
the data. This requirem ent has becom e tw o-prong now, and the exact data 
being collected and its purpose is to be explained only by the data collector. 
In case there is a change in purpose a further set o f information pertaining to 
such change is to be then notified in accordance w ith the bill.

iv. Processing o f data for anonymity: An in teresting addition pertain ing 
to collection o f data w ithout prior consent is introduced through the 
2014 bill. Under the new scheme, anonym isation o f data o f personal
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nature is m andated , which has to be done w ithin  reasonable time 
after collection. The introduction o f this measure is welcome indeed, 
as greater degree o f protection m ay be expected as a result.

v. Personal data security measures: The levels o f protection guaranteed 
under the 2011 b ill are incorporated, and additions made to the list 
o f  the nature o f breaches that are pun ishab le offences under the 
same. Despite this, the obligation imposed by the previous document 
upon the body p rocessing  the data to m ain tain  equ ivalen t level o f 
security, is no longer present in the new b ill. However, the detailed 
enumeration is a show o f positive intent on the part o f the legislators.

vi. In ternational flows o f personal data: The exception to the general 
requirem ent o f this p rovision , deals w ith the data collected  by law 
enforcem ent agencies or intelligence departm ent, and sensitive data 
in the interest o f national security or for purposes o f technological or 
financial interest o f countries, is an equally worrisom e phenomenon. 
The c lin ical in ten t w ith which the drafters carve out exceptions to 
the new  b ill, w h ich  leaves in te llig en ce  g a th e rin g  square ly  outside 
the scope o f this bill, does little to demerit the associated skepticism.

The expansion of the powers and functions of the data protection authority 
under the 2014 b ill is a m arked im provem ent, and im portant new  functions 
are included in them. Regular auditing o f personal data to ensure compliance 
w ith  p ro v is io n s o f  the b ill, in v e s t ig a t in g  for p o ss ib le  in co rp o ra tio n  o f 
international normative standards into working o f the statute and the creation 
o f self regulatory framework for corporations as well as a functional approach 
towards am icable dispute settlem ent, are key features inc luded  in the new 
draft. This accords significantly greater influence and flexibility to the authority, 
which w ill becom e crucial in its functioning.

The express power to accept com plaints o f vio lation or non-com pliance 
under the Act, as well as to investigate them, combined with the authority to 
issue directives w ith regards to the same, is another additional responsib ility 
bestow ed upon th is body.

Offences under the 2014 bill are characterised to penalize more stringently 
than its older counterpart. Imposition o f greater amounts in the form o f fine, 
and the p o ss ib ility  o f im prisonm ent are some o f the m easures brought in 
with the view o f achieving deterrence o f crimes. The bill further stipulates for 
the minimum rank o f the investigating officer, in cases pertaining to violation 
o f right to privacy as envisaged under it.
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Under the 2014 bill offences are defined as:

i. U nauthorized interception  o f com m unications

ii. D isclosure o f intercepted  com m unications

iii. U ndertak ing unauthorized  covert surveillance

iv. U nauthorised use o f disclosure o f com munication data

H aving analysed  in  detail the new ly drafted  docum ent on the righ t to 
privacy, it seems amply clear that the current bill is an improvement over the
previous versions. The detailed provisions pertain ing to handling, processing
and ensuring the security o f personal data are appropriate in the management 
o f sensitive information. The definitions o f key terms having been introduced, 
the express elevation  o f  p riv acy  as a fundam ental righ t guaran teed  under 
article 21, the categorical delineation o f offences and penalties under the bill 
as well as the increased punishm ents, and the specific nature o f well-defined 
excep tions to the g en e ra lly  ap p licab le  p rin c ip le s  o f  cho ice , co n sen t and 
disclosure upon acceptance, all form salient features o f this draft.

The focus o f  th is p aper, how ever, is on the key issue in v o lv in g  the 
regulation o f governm ental invasion o f privacy, especially through (but not 
restricted to) the application o f technology. The agenda o f this bill therefore 
does litt le  to address that concern , w herein  it constructs an im penetrab le 
defense for any governm enta l ac tiv ity  re lated  to in frin gem en t o f  privacy, 
addressable only under the w rit jurisd iction  o f law  courts. This im plies that 
any investigative agency or law  enforcem ent authority shall be immune from 
p ro ceed in gs un d er the p ro v is io n s o f  th is act. T h is p o s itio n  is sev ere ly  
detrim ental to the rights o f persons subjected to governm ental surveillance, 
for though every other body is held liable for breach and m ay be prosecuted 
under the b ill, the com plete exemption in cases o f governm ental p rivacy is 
cause for serious concern. The adoption o f this system institutes an unbridled 
surveillance regime, w ithout any possib ility o f ensuring accountability, which 
in turn raises the question, when the governm ent has been so vociferous in 
its stance regard ing how  the same privacy law  should apply to both bodies 
corporate as well as other institutions and individuals alike, w hy has it kept 
itse lf outside the purview  o f the same? The clich d debate over the prim acy 
o f national security does not hold water when, upon analysis the bill reveals 
that not on ly can the governm ental agencies be exem pted when prom pted 
by the zealous fervor in the maintenance o f integrity o f the nation , but also 
for any other purpose under the act which can include domestic surveillance 
m easures undertaken for issues o f  lesser concern as well. The reliance on
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the ju d ic ia ry  in  defend ing  the righ ts o f  the sub jects o f  such su rve illance 
questions the ultimate utility for an act o f this nature, since for this category 
o f vio lations the lacuna continues to exist, despite the operation o f the law.

The sheer lack o f accountab ility o f  investigative authorities gives much 
room for irresponsible handling o f sensitive data, and possib le leakage. Such 
concerns can on ly be h o lis t ic a lly  answ ered  upon rev is itin g  th is d raft and 
estab lish ing clear gu idelines in cases o f investigative breach, in the absence 
o f which, it is doubtful whether the said protections granted by this otherwise 
comprehensive document w ill succeed in m aking its subjects any more secure.

IV Conclusion

W ith regards to the necessity o f surveillance, especially in the post-9/11 
scen ario , it  seem s im p ru d en t to argue for a to ta l p ro h ib it io n  o f  state 
surveillance. Thus preemptive action, especially in the backdrop o f countering 
terrorism , does indeed p lay an im portant role. The contours o f surveillance 
were and are unclear, and a universal defin ition o f privacy remains elusive. 
However, the question that rem ains is not w hether the state can, w ith in  a 
re str ic ted  sphere affo rd  such p ro tec tio n  as dem anded  by the m odern  
individualistic society, but w hether the state has any real intention o f doing 
so?

An analysis o f the more controversial provisions in the US PATRIOT Act 
raises this very question. W hile the increased  application o f techno logy by 
the state is inev itab le  and so is the consequen tia l rise in cases o f  a lleged  
breach o f the personal sphere, the degree o f accoun tab ility  that ought to 
accom pany such unbrid led  au tho rity  is absent. The lack  o f  any leg is la tive  
fram ew ork  in  In d ia , w here h is to r ica lly , the ju d ic ia ry  has been  the ch ie f 
p ro tec to r o f  such hum an righ ts as are n o t ex p ress ly  m en tio n ed  in  the 
Constitution, has been a frequent cause o f concern. The initial attempt, in the 
form  o f the draft p rivacy b ill, seem s to have troub led  the w aters further. 
Instead o f laying the foundations for protection o f individual rights, its gamut 
o f  exem ptions to governm en ta l au th o rities in the co llectio n  o f  sensitive 
personal in fo rm atio n  seem s to question  the rationa le beh ind  in tro d u c in g  
such legislation . G enerally perceived to be the m eans o f  provid ing unheard 
o f latitude to governm ental agencies in the investigation o f acts threatening 
n atio n a l in teg rity , it serves at b est as a cush ion o f  im m un ity  in  cases o f 
irresponsible handling o f sensitive data. A disturbing trend emerges from the 
similar placement o f these nations with regards the issue o f privacy protection- 
one with the m ost robust, functional and detailed legislative fram ework; the 
other without any clear policy in place. The primacy given to national security
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over individual liberties seems to be an accepted phenomenon in both these 
d iverse popu lations.

W hile the possib ility  o f creating a m odel surveillance framework, which 
protects the p rivacy o f ind iv iduals w ithout com prom ising national security, 
con tinues to be debated , p re sen tly  th is seem s to be the o n ly  rem ain in g  
reconciliation possib le between the two apparently conflicting yet necessary 
ideals. In m idst o f this debate, attention is hard ly paid  to significant aspects 
o f the problem at hand- e.g., the efficacy o f the governmental measure, or an 
evaluation o f its success, seems to hardly merit discussion. This is odd indeed, 
considering  the en thusiastic  rhetoric em ployed in defend ing the need  for 
surveillance, no attem pts have been made for institu ting an evaluative study 
on the results o f the same over the last decade by the governments. N either 
has any ra tio n a lisa tio n  been  p ro v ided  for in tro d u c in g  new er su rve illan ce 
techniques without the objective appraisal o f the existing ones, the inadequacy 
o f  which rem ains to be estab lished , apart from the specter o f  9/11 being 
regu larly  em ployed as a sh ield  in all such cases. H owever, the ju stification  
behind each new policy on surveillance needs to be scrutinized under proper 
judicial supervision, the aims and objects clarified, the quality o f the technology 
assessed- in terms o f efficacy in achieving the concerned objects, the degree 
o f intrusion it necessitates and its overall effect on the privacy o f individuals. 
Greater transparency and accountability in carrying out such activities, along 
with the innovation o f novel processes which minimize the loss o f anonymity 
and secrecy o f  the p erson , are essen tia l in  attem p tin g  to b ridge the gap 
betw een technology, surveillance and the right to privacy.
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